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Do you want to run the Kali Linux operating system on Windows
subsystem for Linux on Windows 10 but GUI- Graphical user interface?
Then here is the solution.

WSL on Windows 10 has been around for quite some time now but most of
the time we use it with command-line interface since it comes with that
only by default. However, if you know how to handle commands then this
article might not be that much useful for you. But those do not they
definitely want to install Graphical user interface on WSL- Windows
subsystem for Linux.

Moreover, it is not that much difficult as it sounds, what we need is the
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installation of some Desktop environment on WSL Linux such as Kali,
Ubuntu or Debian and then accessing it using Windows 10 default RDP
(Remote Desktop) protocol. This means no third party tool just need some
opensource files on the existing tools.

Yet, running GUI for Kali Linux running on WSL(Windows Subsystem for
Linux) can be a good idea for the learner. But if you want a Linux with GUI
for some professional work then it is recommended to use VM on
VirtualBox or VMware.

On this Page [ show |

Kali Linux GUI installation on Windows 10 Subsystem
for Linux (WSL)

Let’s start with the tutorial to see the steps that are required to operate Kali
Linux WSL using GUI.

Step 1: Install Kali Linux on WSL Windows 10 or server

You can either install Kali or Ubuntu to follow the steps given in this
tutorial. However, as this guide focuses on Kali, thus we will go with that.
Just enable WSL on Windows->Go to Microsoft Store-> Search for Kali
App-> Click on Get and then Install.

Here is the detailed guide on Kali Linux installation on WSL.

Step 2: Update Kali Linux
If you already have the Kali on your system then before moving further just

update its installed packages to their latest state. Here is the command f~r
that.
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sudo apt update

Step 3: Install XFCE on Kali WSL Linux

Although we can install the open-source GNOME desktop environment on
Kali WSL, to make it lightweight so that we can easily access it using
Windows Remote Desktop tool even on standard resources computer
system, we use Xfce DE.

The latest version while writing this article of the XFCE Desktop

environment was 4.xx.

sudo apt-get install xfce4

The installation will take some time depending upon your internet
connection, the total size of files the KALI or Ubuntu WSL will download
for the setup of XFCE GUI will be around 124MB. When it asks you to
confirm the downloading of files, type Y and proceed further.
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Step 4: Install XRDP on WSL

After the installation of the XFCE 4 desktop environment, we have GUI on
our Kali WSL but now the thing how to access it. We can’t directly boot
Windows subsystem Linux with GUI like any other operating system,
however, still the DE process is running in the background which we can

access using RDP tool.

XDRP is a free and opensource counterpart of Windows RDP server that
makes other operating systems such as Linux to easily access them using
RDP clients of FreeRDP, rdesktop, NeutrinoRDP and Remote Desktop
Client (for Windows, macOS, iOS and Android).

To install it on WSL, use this command:

sudo apt-get install xxdp
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Step 5: Start xrdp server

Finally, start XDRP server installed above, so that we can access of Kali GUI
using the default Remote Desktop client present on Windows 10.

sudo /etc/init.d/xrdp start

You will see a port number 3389, note that.

Step 6: Connect to Kali using RDP

Simply go to Windows 10 search box and type- Remote desktop., as its icon
appears, click on it to start.

Now, enter localhost:3389 and hit the Connect button.

I & Remote Desktop Connection o =

Remote Desktop
1>¢ Connection

Computer: | EESTEERREE v

lsername:  Mone specified

[ M a9

1 You will be asked for credentials when you connect.

¥ | Show Options Help

If you get an error “ Your computer could not connect to another console
session on the remote computer because you already have a console
session in progress’ it is because WSL running Linux by default share the
same port and IP address of host computer; thus we cannot connect the
same computer where we are trying to use RDP client, therefore we need
to change the port number of our WSL XRDP server.
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Remote Desktop Connection *

@ Your computer could not connect to another console session on the remote computer
because you already have a console session in progress,

Help

ST o I 1T OO ¥ Oos TC Tl oaTs

For that, edit the XRDP configuration file using the below command on

Kali Linux.

sudo nano /etc/xxrdp/xrdp.ini

Change the default port 3389 of XRDP to 3390. To save, press Ctrl+X and
then type Y and hit the Enter button.

h2smedia @DESKTOP-900KS569: ~ - O x

Jetc/xrdp/xrdp.ini

GNU nano 4.5

-

file version number
sion=1

a new process for each incoming connection

instead of tcp

he listeni 5 on tcp_nodelay
will be

ive
the connection will be closed

281 lines

We Get p 0 t 5 C J Fy B Cur Pos 8 Undo A T
: Read File ac 3 X T B Go To Line [9 Redo Copy T v

Restart XRDP server:

sudo /etc/init.d/xrdp restart

Now, again connect using RDP with this address- localhost:3390
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% Remote Desktop Connection — =

| Remote Desktop
Connection

Computer: | ocalhost: 3350 W

IIsermame: Mone specified

You will be asked for credentials when you connect.

@,’E Show Options Connect | | Help

Step 7: Start using Kali Linux XFCE GUI on WSL Linux

When you connect it, a warning message will appear, ignore that and click
on the Yes button.

After that enter your Kali Linux username and password

Login to DESKTOP-200KSE9

o

connecting

Segsion |}(c:rg

username |h25media

password |*|

Cancel
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Finally, you have the Graphical user interface for Linux app running on the
WSL.
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See this tutorial -If you just want to Linux GUTI apps on WSL.

@ How To
© GUI for WSL, Kali Linux, Linux, Ubuntu, Ubuntu 18.04, windows 10,

windows 10 linux distro, wsl, WSL GUI, wsl windows

How to Check Kali Linux OS Version installed on PC or VM

Navicat Premium 15 review. One-stop solution for data
modelling to query writing and creating reports
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